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SUMMARY 

New America’s Open Technology Institute (“OTI”), by their attorneys, the Institute for 

Public Representation (“IPR”), strongly supports the broadband privacy rules in the Order1 and 

opposes the petitions for reconsideration. 

 The Federal Communications Commission (“FCC” or “Commission”) has a duty to 

protect the privacy of customers of telecommunications services. Until now, the Commission has 

provided little guidance on how they will protect that privacy. The Order ensures that Americans 

are receiving the privacy protection they deserve and desire.2 Today, OTI urges the Commission 

to reject all of the Petitioners’ requests to rescind or modify the broadband privacy rules. 

Petitioners offer no new arguments to support reconsideration. This, alone, should be 

reason to dismiss these Petitions for Reconsideration. Even so, the petitions are meritless. First, 

the Commission has clear authority to pass the broadband privacy rules under its § 222 authority. 

Section 222(a) grants the Commission broad authority to protect customer proprietary 

information of customers of telecommunications service, including BIAS providers. 

Second, the Commission should reject Petitioners’ arguments to modify certain parts of 

the rule, which would make it less protective of consumer’s privacy. The Commission properly 

found that BIAS providers are gatekeepers and therefore have more expansive access to data 

                                                 
1 Protecting the Privacy of Customers of Broadband and Other Telecommunications Services, 
Report and Order, WC Docket No. 16-106, FCC 16-148 (rel. Nov. 2, 2016). 
2 “A 2009 study by a group from the University of Pennsylvania and the Berkeley Center for 
Law & Technology suggested that the American public is closer to the views of the privacy 
advocates than those of the marketing industry: 66 per cent of adults did not want marketers to 
tailor advertisements to their interests, rising to between 73 per cent and 86 per cent when they 
were informed about the methods involved in gathering and using data.” Paul Bernal, Internet 
Privacy Rights: Rights to Protect Autonomy 146 (1st ed. 2014) (citing Joseph Turow et al., 
Americans Reject Tailored Advertising and Three Activities That Enable It (2009), 
https://doi.org/10.2139/ssrn.1478214). 
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about each of their customers. This access necessitates strong protections against data use and 

disclosure without customer consent. Further, § 222 is a stronger grant of privacy authority than 

the FTC’s Section 5 authority, which is a high-level, broadly-applicable approach. Section 222 

specifically takes into account the technical realities of owning and maintaining a 

communications network. 

Third, the Commission should not alter its Order with respect to IP addresses. IP 

addresses constitute CPNI because they relate to the destination, technical configuration, and 

location of a telecommunications service. They also constitute PII because they are reasonably 

linked or linkable to an individual or device. These were reasonable determinations made by the 

Commission that are consistent with FTC standards. 

Fourth, the data breach notification requirements similarly should not be reconsidered. 

Choice and transparency are two of the core tenets of the Order and the Commission ensured 

that customers would be provided as much information about data breaches as possible. 

Customers often want to protect themselves against data breaches, and they cannot do so if they 

do not know about them. 

Last, there were no underlying notice problems in this proceeding. The final rule was a 

logical outgrowth of the NPRM. Further, the Fact Sheet released by then-Chairman Wheeler did 

not constitute a new notice, thus another comment period was not necessary. 
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I. The Petitions Do Not Warrant Reconsideration of the Order Because They 
Present No New Arguments 

The Commission has a long-settled practice of denying reconsideration when the 

petitions repeat arguments previously rejected.3 This practice is so well established that even 

bureaus may deny petitions for reconsideration that “[r]ely on arguments that have been fully 

considered and rejected by the Commission within the same proceeding.”4 

Here, Petitioners merely repeat statutory and constitutional arguments already considered 

and rejected by the Commission in this proceeding. For that reason alone, the petitions should be 

denied. However, the arguments should also be rejected on the merits, as they were in the 

underlying rulemaking. The Commission should decline to reconsider the Order. 

II. The Commission Has Ample Statutory to Adopt these Rules  

The Commission derives its authority for the Order from § 222, which states that 

“[e]very telecommunications carrier has a duty to protect the confidentiality of proprietary 

information of, and relating to, . . . customers.”5 Petitioners essentially make two arguments to 

support the claim that this provision does not give the Commission proper authority, both of 

which were addressed and rejected by the Commission. First, Petitioners argue that § 222 only 

gives the Commission authority to regulate telephony, and not BIAS providers. Second, 

Petitioners claim that even if the Commission does have authority over BIAS providers, its 

authority to define proprietary information is limited to CPNI as defined in § 222(h)(1). 

                                                 
3 In the Matter of Ensuring Continuity of 911 Commc'ns, 31 F.C.C. Rcd. 10131, 10132 (2016) 
(“It is by now well settled that the Commission will not consider a petition for reconsideration 
that merely repeats arguments that the Commission has previously rejected.”). 
4 47 C.F.R. § 1.429(l)(3). 
5 47 U.S.C. § 222(a) (2012). 
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A. On its Face, § 222 Gives the Commission Authority Over the Privacy 
Practices of BIAS Providers 

Some Petitioners try to claim that § 222 only gives the Commission authority to regulate 

the privacy practices of voice telephony services, and not BIAS providers.6 The Commission 

directly refuted this claim7 and with good reason. The plain language of § 222(a) states that 

“[e]very telecommunications carrier has a duty to protect the confidentiality of proprietary 

information,”8 and that includes BIAS providers.9 Further, Petitioners claim that Congress’ use 

of telephone-specific language in the statute necessarily limits the entire statute to telephone 

data.10 This argument, too, was rejected by the Commission, which found that the broad 

language used by Congress in § 222(a) is not constrained by the telephone-specific language 

elsewhere in the statutes11 and that Congress left the language broad enough to cover future 

telecommunications service such as BIAS providers.12 Accordingly, § 222(a) gives the FCC the 

authority over the privacy practices of BIAS providers.  

                                                 
6 See, e.g., ACA Petition at 4-5; NCTA Petition at 5.  
7 See Order at ¶ 22 (“Congress has made clear that telecommunications carriers’ privacy 
practices must comply with the obligations imposed by Section 222. We therefore reject 
arguments that we rely entirely on self-regulatory mechanisms.”); Order at ¶ 334 (“we reject the 
view that Section 222 applies only to voice telephony”); Order at ¶ 336 (“We also reject 
arguments that ‘telephone-specific references’ contained in Section 222 serve to limit the scope 
of the entire section to voice telephony or related services.”). 
8 47 U.S.C. § 222(a) (emphasis added). 
9 Some Petitioners also attempt to use this proceeding to relitigate the FCC’s reclassification of 
BIAS providers as “telecommunications carriers.” See, e.g., USTA Petition for Reconsideration 
at 3-4 (USTA Petition); CTIA Petition for Reconsideration at 2 (CTIA Petition). But Petitioners’ 
policy disagreement over classification is irrelevant here. The Commission properly reclassified 
BIAS providers as telecommunications providers in the Open Internet Order and the D.C. Circuit 
upheld the Commission’s authority to do so. See United States Telecom Ass'n v. Fed. Commc'ns 
Comm'n, 825 F.3d 674 (D.C. Cir. 2016). BIAS providers are telecommunications carriers and 
therefore § 222 squarely applies to them. 
10 See, e.g., ACA Petition at 4-5; WISPA Petition at 5-6. 
11 Order at ¶ 341. 
12 Order at ¶ 345. 
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B. Section 222 Gives the Commission Authority to Define Customer 
Proprietary Information 

Some Petitioners go on to argue, as they did during the comment period,13 that even if the 

Commission can regulate the privacy practices of BIAS providers, the Commission’s authority is 

strictly limited to what is specifically enumerated in § 222(c) related to CPNI.14 However, as the 

Commission made clear in the Order, § 222(a) and § 222(c) constitute separate obligations and 

should be read as such.15 “Section 222(a) imposes a duty on all telecommunications carriers to 

protect the confidentiality of their customers’ ‘proprietary information,’ or PI. Section 222(c) 

imposes restrictions on telecommunications carriers’ use and sharing of customer proprietary 

network information (CPNI) without customer approval.”16 

One Petitioner argues that the specific requirement in § 222(c) must be read as a ceiling 

on the general authority in § 222(a), or else § 222(c) would be unnecessary.17 However, if § 

222(c) is read as a ceiling, then § 222(a) becomes superfluous—there is no need to expressly 

dictate a general duty to protect customer information if the bounds of that protection are limited 

by § 222(c) to protecting CPNI. The Commission considered and rejected this Petitioner’s 

interpretation in the Order, and in doing so, clarified any ambiguity on the matter.18 

Certain Petitioners further argue that the Commission lacks the authority to define 

customer proprietary information (“customer PI”) in § 222(a) more broadly than the definition of 

customer proprietary network information (“CPNI”) in § 222(h).19 The Commission also 

                                                 
13 See, e.g., ACA Petition at 9, n. 24. 
14 See, e.g., ACA Petition at 9. 
15 Order at ¶ 22 
16 Id. 
17 ANA Petition at 7. 
18 Order at ¶ 354 (“we reject the argument that Section 222(c) exhausts the duty set forth in 
Section 222(a) as it applies with respect to customers”). 
19 See, e.g., ACA Petition at 9; CTIA Petition at 3. 
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considered and rejected this argument.20 Use of the term CPNI in the statute neither precludes 

the Commission from defining customer PI, nor dictates that CPNI is the only type of data that 

Congress wanted the Commission to protect. Because § 222(a) imposes a duty on 

telecommunications carriers to protect the confidentiality of customer PI above what is required 

in § 222(c), the Commission has the authority to define what that information is and require 

BIAS providers to protect it. The Commission properly utilized that authority in the Order when 

it defined customer PI to include CPNI, personally identifiable information, and content of 

communications.21 Each category fits comfortably within the letter and spirit of customer PI, 

which has before been interpreted to include categories of information not expressly enumerated 

in any of the specific definitions of § 222.22 

Finally, one Petitioner asserts that customer PI is only information that the customer 

keeps secret from any other party and does not necessarily include “personal information.”23 

This interpretation is absurd, as it would render much of the statute meaningless. As the 

Commission observed in the Order, “not even Social Security numbers would be ‘proprietary’ 

and subject to the protections of Section 222.”24 The Commission should not read such an 

exception into the statute. 

                                                 
20 Order at ¶ 86. 
21 Order at ¶ 6 (“We include within the definition of customer PI . . . : (i) individually 
identifiable Customer Proprietary Network Information (CPNI) as defined in Section 222(h); (ii) 
personally identifiable information (PII); and (iii) content of communications.”). It also grounded 
its definition to existing standards: PII is limited to information that is “linked or reasonably 
linkable to an individual or device,” Order at ¶ 89, while content of communications is defined 
based on the “long-established terminology of ECPA and Section 705,” Id. at ¶ 102. 
22 Verizon California v. FCC, 555 F. 3d 270, 272-73 (D.C. Cir. 2009) (stating that information 
“vital to the timing of Verizon’s retention marketing” is proprietary and is disclosed “only 
because [the competitor] must do so”). 
23 See, e.g., CTIA Comments at 4. 
24 Order at ¶ 86. 
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C. The Order Is Consistent with the Commission’s Statutory Duties 
Under § 706 

Some Petitioners argue that the rule will come with high compliance costs, which will 

stifle broadband investment and raise prices, inconsistent with the Commission’s statutory duties 

under § 706.25 But these Petitioners confuse the purpose of § 706. That provision requires the 

Commission enact regulations that encourage the adoption of broadband by the general public.26 

And that is exactly what the Commission did in the Order.27 The Commission expressly 

recognized that one of the primary reasons consumers refrain from adopting broadband services 

or regulate their online activities is because they fear their data may be used or disclosed in ways 

they do not understand, or they fear their data may be breached and exposed to the world.28 By 

giving consumers more control over how their data is used, the Order serves to reduce fears 

about data privacy and thereby will drive adoption and use of BIAS services, consistent with the 

Commission’s § 706 duties.29 

                                                 
25 See WISPA Petition at 12; CTIA Petition at 7-8. 
26 47 U.S.C. § 1302 (originally codified at Pub. L. 104-104, tit. VII, § 706). 
27 See Order at ¶ 372. 
28 Order at ¶ 380 (“the National Telecommunications and Information Administration (NTIA) 
recently found that fear of privacy violations chills online activity”); See also Rafi Goldberg, 
Lack of Trust in Internet Privacy and Security May Deter Economic and Other Online Activities, 
NTIA (May 13, 2016), https://www.ntia.doc.gov/blog/2016/lack-trust-internet-privacy-and-
security-may-deter-economic-and-other-online-activities (“Forty-five percent of online 
households reported that [privacy and security] concerns stopped them from conducting financial 
transactions, buying goods or services, posting on social networks, or expressing opinions on 
controversial or political issues via the Internet, and 30 percent refrained from at least two of 
these activities.”); Lee Rainie, The State of Privacy in post-Snowden America, Pew Research 
Center (Sept. 21, 2016), http://www.pewresearch.org/fact-tank/2016/09/21/the-state-of-privacy-
in-america/ (“91 percent of Americans agree that consumers have lost control of how personal 
information is collected and used by companies and 68 percent support more protective privacy 
and data retention laws”). 
29 Order at ¶ 372 (“strong broadband privacy and data security practices tend to promote 
customer trust and confidence, which can increase demand for broadband”) (citing Pew 
Foundation research). 

https://www.ntia.doc.gov/blog/
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III. The Commission Should Not Modify the Broadband Privacy Rules 

Some petitioners seek reconsideration on the grounds that BIAS providers should not be 

subject to differential treatment, that IP addresses are not appropriate for protection, and that data 

breach requirements are too onerous. As with the arguments above, the Commission properly 

considered and rejected these arguments. First, the Commission recognized that because BIAS 

providers serve as gatekeepers, they occupy a unique place in the online ecosystem that warrants 

higher privacy standards than online actors subject to the FTC’s jurisdiction. Second, the 

Commission explained that IP addresses should be protected along with other CPNI and PII. 

Third, the Commission gave consumers control over how to respond to data breaches by 

enacting the data breach requirements. 

A. The Order Properly Found that BIAS Providers Are Uniquely 
Situated in the Online Ecosystem Warranting Differential Treatment 

The Order appropriately recognizes that BIAS providers and other telecommunications 

providers hold a different place in the communications ecosystem than other types of companies, 

and that privacy regulations promulgated under Title II of the Communications Act need not and 

should not replicate other privacy frameworks, including that enforced by the Federal Trade 

Commission. 

Certain Petitioners argue, as they did in the underlying proceeding,30 that the inclusion of 

web browsing and application usage history in the opt-in sensitivity scheme unnecessarily 

departs from the FTC’s privacy regime. They assert that BIAS providers are unfairly regulated at 

a higher standard than edge providers even though, they claim, edge providers have access to the 

same or greater information.31 Further, they suggest that consumers would be confused because 

                                                 
30 See, e.g., USTA Petition at 4-12; NCTA Petition at 12-21. 
31 See, e.g., NCTA Petition at 13-14; CTIA Petition at 7. 
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BIAS providers are required to obtain opt-in consent in some circumstances while other online 

entities are not.32 Additionally, they state that limits on how BIAS providers can use data will 

harm the providers’ ability to compete in the online advertising marketplace.33 Petitioners’ 

arguments have already been addressed by the Commission and should again be rejected on the 

merits. 

1. BIAS Providers Serve As Gatekeepers to the Internet Giving 
Them Expansive Access to Consumer Information 

Given the gatekeeper status of BIAS providers,34 the higher privacy standards in the 

Order are appropriate. Consumers do not need any particular edge provider to access the 

internet, but they do need a BIAS provider. Yet consumers have few choices among BIAS 

providers because the market is more centralized and consolidated, a problem the FCC has long 

recognized.35 Even when multiple providers exist in one area, the costs a consumer must incur to 

switch providers are often prohibitive.36 Conversely, edge providers are typically subject to 

much more competition and there is often a privacy-protective alternative should consumers 

desire better privacy protections.37 Thus, the combination of necessity and limited choice 

                                                 
32 See, e.g., USTA Petition at 1; NCTA Petition at 19-20. 
33 See, e.g., USTA Petition at 11-12; NCTA Petition at 20-21. 
34 See Order at ¶6. 
35 See, e.g., OTI Comments at 5-6 (“According to the FCC’s 2016 Broadband Progress Report, 
‘[a]pproximately 51 percent of Americans have one option for a provider of 25 Mbps/3 Mbps 
fixed broadband service.’”); see also Inquiry Concerning the Deployment of Advanced 
Telecommunications Capability to All Americans in a Reasonable and Timely Fashion, 2016 
Broadband Progress Report, 31 FCC Rcd 699, 736 ¶ 86 (2016). 
36 Id. (finding high costs in terms of canceled contracts, installation fees, or bundle discount, and 
time and effort in the form of finding a new provider, installing new equipment, or taking time 
off of work to wait for technicians to come to their home). 
37 See Order at ¶36 (“In addition, consumers have a choice in deciding each time whether to 
use—and thus reveal information—to an edge provider, such as a social network or a search 
engine, whereas that is not an option with respect to their BIAS provider when using the 
service.”). 
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differentiates BIAS providers from edge providers. 

Despite Petitioners’ arguments to the contrary, BIAS providers generally have access to a 

wider swath of consumer data than edge providers. BIAS providers can see nearly everything 

their customers do on the Internet. Some Petitioners suggest that encryption mitigates this 

concern.38 However, as discussed in the Order, websites must support encryption for it to work 

and most do not39 Even when sites are encrypted, BIAS providers have several techniques at 

their disposal to access user information.40 Additionally, second-level domain names are still 

fully visible to BIAS providers even when the site uses encryption.41 This means the BIAS 

provider can still see the encrypted websites their customers visit, including, for example, suicide 

prevention, abortion, and divorce counseling websites. Finally, some Petitioners argue edge 

providers can see far more about consumers than BIAS providers can.42 But the Order made 

clear that there are numerous ways consumers can protect their data from being collected by 

edge providers.43 

                                                 
38 See, e.g., NCTA Petition at 13-14; CTIA Petition at 7. See also Peter Swire et al., Online 
Privacy and ISPs: ISP Access to Consumer Data is Limited and Often Less than Access by 
Others (Ga. Tech. Inst. for Info. Sec. & Privacy, May 2016). 
39 See, e.g., Aaron Rieke et al., What ISPs Can See: Clarifying the technical landscape of the 
broadband privacy debate (March 2016), https://www.teamupturn.com/reports/2016/what-isps-
can-see; Order at ¶ 33-34; Software & Information Industry Association (SIIA) Comments at 3; 
OTI Comments at 3-4. 
40 See Aaron Rieke et al., What ISPs Can See: Clarifying the technical landscape of the 
broadband privacy debate (March 2016), https://www.teamupturn.com/reports/2016/what-isps-
can-see (finding that collecting and using DNS queries to bypass encryption was “both feasible 
and relatively cheap to do: Modern networking equipment can easily log these requests for later 
analysis. Moreover, even if the user’s computer is specially configured to use an external DNS 
server {not operated by the user’s ISP}, the DNS queries must still reach that external server 
unencrypted, and those queries must still travel over the ISP’s network, creating the opportunity 
to inspect them.”). 
41 See Id.; EFF Comments at 10. 
42 See, e.g., NCTA Petition at 13-16; CTIA Petition at 7. 
43 Order at ¶ 185.  

https://www.teamupturn.com/reports/2016/what-isps-can-see
https://www.teamupturn.com/reports/2016/what-isps-can-see
https://www.teamupturn.com/reports/2016/what-isps-can-see
https://www.teamupturn.com/reports/2016/what-isps-can-see
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Consumers’ use of multiple connected devices does not inhibit the ability of BIAS 

providers to access consumer data, as Petitioners once again claim.44 As an initial matter, the 

number of connected devices in America may be proliferating at an exponential rate, but many 

Americans do not have multiple devices (and will not anytime soon). As privacy scholar Paul 

Ohm observed before the House of Representatives, “I think the average D.C. telecom lawyer 

may have 6.1 devices, but for many people in more modest circumstances—for many 

minorities—they have one lifeline to the Internet and that is their mobile phone.”45 Even when a 

consumer does have access to multiple devices, the increased use of cross-device tracking 

techniques is likely to frustrate any modest gains in privacy or obscurity that an individual might 

otherwise gain by switching from device to device.46 Aside from that, some consumers use the 

same BIAS provider for all their devices. When that is not the case, the Order concluded that 

“customers who hop between ISPs on a daily basis often connect to the same networks routinely, 

and as such, over time, each ISP can see a substantial amount of that user’s Internet traffic.”47 

Consequently, multiple devices do little to ameliorate the privacy concerns associated with BIAS 

providers’ data-tracking. 

2. The Supposed Harms Alleged by Petitioners Are Exaggerated  

Petitioners attempt to argue that this rule will cause harm to consumers and BIAS 

providers. First, some Petitioners allege that the rules cause consumer confusion thereby harming 

                                                 
44 See, e.g., NCTA Petition at 13; CTIA Petition at 7. 
45 Testimony of Paul Ohm before the House Subcommittee on Communications and Technology, 
Committee on Energy and Commerce, Hearing on FCC Overreach: Examining the Proposed 
Privacy Rules 53 (Jun. 14, 2016), 
http://docs.house.gov/meetings/IF/IF16/20160614/105057/HHRG-114-IF16-Transcript-
20160614.pdf at 53 (hereinafter Ohm Testimony). 
46 See Center for Digital Democracy Comments at 3. 
47 Order at ¶ 29 (quotation marks omitted). 
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consumers.48 This argument is based off the false premise that consumers are incapable of 

understanding that BIAS providers and edge providers are different and are subject to different 

privacy policies and practices.49 But consumers understand that privacy protections are 

contextual.50 For example, consumers would expect that online communications with their 

doctor or their bank would be subject to stricter privacy standards than online communications 

on a social media platform. Further, any confusion could be avoided by having a clear notice that 

explains the options apply only to BIAS provider practices and not the practices of the edge 

provider content and services that consumers access. 

Second, some Petitioners assert that the restrictions on the use of web browsing and 

application usage history harms BIAS providers because it puts them at a competitive 

disadvantage to edge providers.51 Contrary to what some Petitioners suggest, the Order does not 

ban the use and sale of consumers’ web browsing and application usage history for any purpose. 

The rules simply require BIAS providers to obtain opt-in consent to use that data instead of 

allowing them to use and sell the data without consumers knowing that this is the practice. BIAS 

providers have a strong incentive to convince their customers to opt-in, and have many 

opportunities and tools to do so.52 As such, the opt-in regime should not undermine a BIAS 

provider’s ability to compete in online advertising. 

Finally, one of the core tenets of this rule is consumer control, which is a paramount 

concern when it comes to privacy.53 Such concerns should not be casually cast aside in favor of 

                                                 
48 See, e.g., USTA Petition at 1, 11-12; NCTA Petition at 19-21. 
49 See Id. 
50 OTI Comments at 9. 
51 See, e.g., USTA Petition at 1, 11-12; NCTA Petition at 19-21. 
52 See Ohm Testimony at 67. 
53 Protecting Consumer Privacy in the Digital Age: Reaffirming the Role of Consumer Control, 
Keynote Address of FTC Chairwoman Edith Ramirez, Technology Policy Institute Aspen Forum 
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ensuring BIAS providers can maximize their revenue. The Order gave proper weight to 

consumers interests by establishing the opt-in regime. 

B. Section 222 Grants the Commission Authority to Address BIAS 
Provider Privacy Practices Beyond the Baseline Approach Used by the 
FTC for All Commercial Sectors 

Some Petitioners argue that at most, the Commission should have adopted the same 

privacy framework as the FTC. However, as established above and in the Order, BIAS providers 

occupy a unique position in the online ecosystem and therefore require unique treatment. In 

enacting § 222, Congress anticipated the need for differential treatment for telecommunications 

providers. Thus, the FCC was not obligated to adopt the FTC scheme. 

The FTC’s Section 5 privacy regime is the baseline approach for commercial actors, but 

certain industries are subject to greater oversight.  Telecommunications carries, like financial 

businesses and the healthcare industry, are subject to more stringent oversight because they have 

greater access and control over consumer information. Conversely, because the term “edge 

provider” can cover all broad swath of online actors (including, in come cases, BIAS providers), 

the baseline approach is more appropriate.54 Congress can, if it wishes, choose to identify 

additional subsets of online actors that should be subject to stricter treatment. 

Moreover, even though the FTC cannot enact regulations, that agency has signaled a 

desire to broaden what information may be classified as sensitive.55 The FTC recently filed a 

                                                 
Aspen, Colorado August 22, 2016 (“While it may be tempting to conclude, as some do, that the 
idea of consumer control as a central privacy tenet is outdated and should be abandoned, I 
believe that consumer control remains paramount.”). 
54 See, e.g., Oct. 20, 2016 OTI Ex Parte at 6. 
55 See Fed. Trade Comm’n, Protecting Consumer Privacy in an Era of Rapid Change: 
Recommendations for Businesses and Policy Makers (Mar. 2012), 
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-
businessespolicymakers (“Privacy Report”). 

https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businessespolicymakers
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businessespolicymakers
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complaint over tracking of “sensitive television viewing activity of consumers” without their 

consent.56 If the FTC considers television viewing activity as sensitive, then it was certainly 

appropriate for the the FCC to find that web browsing and application usage history is as well.  

Finally, a self-regulatory scheme is not appropriate for BIAS providers. Some Petitioners 

claim that BIAS providers, unlike edge providers, are model online actors that can adequately 

self-regulate their use of consumer information.57 Yet one existing example shows they cannot 

be trusted.58 Verizon currently allows customers to opt-out from Verizon’s data usage, but they 

can only make that choice within the first sixty days, after which their customers waive their 

ability to opt-out.59 Absent meaningful regulations, ISPs will continue to exploit consumer 

information under the guise of self-regulation. 

C. IP Addresses Constitute CPNI and PII and Thus Should Be Protected 
Under the Rule 

The Petitions for Reconsideration offer several reasons why IP addresses and other 

unique device identifiers cannot be regulated by the FCC. These arguments are wrong. 

1. IP Addresses Constitute Information Provided “to the Carrier 

                                                 
56 FTC v. Vizio, Inc., Complaint for Permanent Injunction and Other Equitable and Monetary 
Relief ¶ 33 (Feb. 2017), 
https://www.ftc.gov/system/files/documents/cases/170206_vizio_2017.02.06_complaint.pdf?utm
_source=govdelivery. 
57 See USTA Petition at 4, 8; NCTA Petition at 18-19. 
58 Another past example may also indicate the risks of allowing BIAS providers to self regulate 
and why it is important that consumers have a meaningful choice about how their information is 
used. Less than a decade ago, the use and sale of consumer information by BIAS providers came 
under Congressional investigation when some providers made deals with an invasive software 
company to sell consumers’ web histories for targeted advertising, claiming consumers 
consented through the providers’ privacy policies. When this practice was made public, 
consumers were outraged. See Aleecia McDonald Comments at 2-3; see generally Paul Bernal, 
Internet Privacy Rights: Rights to Protect Autonomy 144-175 (1st ed. 2014) (describing a similar 
program Phorm, the public outcry as a result of it in the U.K., and the resulting legislation and 
regulation). 
59 See Verizon Wireless Customer Agreement, 
https://www.verizonwireless.com/legal/notices/customer-agreement/ (last visited Feb. 16, 2017). 

https://www.verizonwireless.com/legal/notices/customer-agreement/
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by the Customer” and Therefore Constitute CPNI 

NCTA argues that IP addresses cannot be CPNI because they are assigned by carriers, 

and thus are not provided “to the carrier by the customer.”60 But the statute says nothing about 

what entity originally assigns the information to the customer. The key statutory language is that 

the customer makes the information available to the carrier by virtue of the customer-carrier 

relationship, and that requirement is unequivocally met with IP addresses. Customers must 

provide their IP addresses to their BIAS provider to ensure proper delivery of data. And as the 

Commission has already explained in the Order, it has previously held that data generated on a 

device at the ISP’s instruction can still be CPNI if it fits within one of the categories of CPNI.61  

Were the Commission to accept the Petitioners’ view, BIAS providers would never have 

to seek customer consent for privacy-invasive practices so long as the identifier were assigned by 

the BIAS provider in the first instance—a practice that clearly would undermine § 222’s privacy 

protective goal. Thus, IP addresses, because they are “made available” to the carrier by the 

customer, meet the definition of CPNI. 

Further, NCTA argues that the Order “fares no better when it suggests that ‘IP addresses 

are roughly analogous to telephone numbers,’ since Section 222 and FCC precedent expressly 

exclude phone numbers from the definition of CPNI.”62 The FCC did indeed note in the Order 

that IP addresses and phone numbers are “roughly analogous,” but it also expressly declined to 

“imply that IP addresses are or should be administered in the same manner as telephone 

numbers.”63  

                                                 
60 NCTA Petition at 9. 
61 Order at ¶70. 
62 NCTA Petition at 10. 
63 Order at n.138. In fact, exposure or misuse of a consumer’s IP address may well raise greater 
privacy concerns because an IP address, unlike a telephone number, is frequently and routinely 
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Moreover, as the Order explains, the legislative history of § 222 indicates that Congress 

specifically exempted “subscriber list information,” including telephone numbers, from the 

definition of CPNI so that information could be compiled “for the purpose of publishing 

directories,” which were commonplace and served a functional purpose at the time.64 However, 

there’s no analogous need for IP addresses. Therefore, if anything there is a stronger need to 

protect the privacy of IP addresses over telephone numbers.65 

2. The FCC’s Treatment of IP Addresses is Consistent with FTC 
Practices 

NCTA argues that IP addresses cannot be CPNI or PII on their own.66 However, as the 

Commission explained, the Order both properly classifies IP addresses as CPNI and treats IP 

addresses as PII, which is consistent with FTC practices.  

First, the FCC defined IP addresses as CPNI because IP addresses meet the statutory 

definition of CPNI.67 IP addresses relate to the destination, technical configuration, and location 

of a telecommunications service because they serve as the delivery address for routing data 

between devices. In an attempt to undermine the Commission’s rationale, NCTA takes the 

Commission’s statements about IP addresses being “a proxy for the customer” out of context.68 

For BIAS providers, IP addresses are proxies for the customer because the BIAS provider 

                                                 
connected to sensitive personal information that a BIAS provider could easily collect, like 
browsing history. 
64 47 USC § 222(e). 
65 NCTA also argues that IP addresses are not “proprietary” because they are broadly available to 
other entities in the Internet ecosystem. But the FCC addressed this argument by saying it would 
be problematic to protect only “secret” information because then not even Social Security 
Numbers would be “proprietary” because people regularly give their SSNs to banks, doctors, 
utility companies, and other entities. Order at ¶ 86. 
66 NCTA Petition at 10-11. 
67 Order at ¶ 68-71. 
68 NCTA Petition at 10. 
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assigns the IP address in the first instance and knows which customer is associated with which IP 

address. But that does not mean that IP addresses no longer fit within the definition of CPNI. 

Then, the FCC categorized IP addresses as PII, which requires that the information be 

“linked or reasonably linkable to an individual or device,” which comports with FTC 

standards.69 NCTA is incorrect to focus solely on individuals because data that can be linked to 

devices is also protected as PII. As the Commission explained at length, IP addresses are 

reasonably linkable to a person or device because the IP address is a unique identifier assigned to 

devices--which in many cases can identify specific users.70  

There is nothing unreasonable about this approach nor is there a need to reconsider it 

given the FCC largely adopted the approach of its sister agencies. 

D. The Data Breach Requirements Are Designed to Put Consumers First 
and Give Them Control Over How They Respond to Unauthorized 
Access to Their Data  

Petitioners oppose the data breach notification requirement as overly broad. Specifically, 

they argue that “emotional” harm should not trigger the notification requirement, the notice 

requirement should also require an intent element, and that the notification requirement should 

only trigger once a harm assessment has been done rather than on the identification of the 

breach.71 But Petitioners miss the point here. With consumer choice and transparency as two of 

the guiding principles in the Order, the Commission enacted strong data breach notification rules 

that require ISPs to give notice to customers when there is unauthorized access to their data. Not 

only does it serve to inform consumers so they can protect themselves, it provides an incentive 

for BIAS providers to improve their security practices so as to avoid the reputational harm they 

                                                 
69 Order at ¶¶ 89, 93 (emphasis added). 
70 Order at ¶ 94. 
71 CTIA Petition at 19-21. 
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would suffer if they had to notify consumers of a breach. Petitioners make general appeals to 

how costly these determinations could be, but these are arguments that take control away from 

consumers and reduce transparency in a time when consumers desire and need more control. 

OTI strongly disagrees that the FCC should eliminate breach notification in 

circumstances that may lead to emotional harm. Emotional harm is still harm. Indeed, a majority 

of states have breach notification laws that recognize non-financial harms.72 Unauthorized 

disclosure of a person’s web browsing history, which may include sites discussing abortion, 

particular diseases, or payday loans, may cause a person substantial emotional harm (apart from 

any potential financial harm) if that information is leaked to potential employers or friends and 

family. That person deserves to know about the breach and should have the ability to choose 

whether they take additional precautions to protect their information. Petitioners would rather 

allow BIAS providers to sweep these kinds of breaches under the rug, potentially harming the 

customer significantly. And if a BIAS provider decides that something may cause emotional 

harm, but the customer decides it does not cause them harm, that is a much better outcome than 

the reverse. 

Adding another trigger requirement—intent—would add complexity that could harm 

consumers. Intent is also subjective and could be impossible to determine with accuracy. An 

employee could simply lie about their intent, or may have a “good faith” reason for having 

accessed the data yet change his or her mind at a later date, further causing harm to the affected 

                                                 
72 See Written Testimony of Laura Moy before the House Financial Services Committee, 
Hearing on Protecting Consumers: Financial Data Security in the Age of Computer Hackers 4 
(May 14, 2015), http://financialservices.house.gov/uploadedfiles/hhrg-114-ba00-wstate-lmoy-
20150514.pdf (“Many state laws recognize these various types of non-financial harms. 
Accordingly, 33 states and the District of Columbia either require breach notification regardless 
of a risk assessment, or, if they do include some kind of harm trigger, take into account other 
types of harms beyond the strictly financial.”). 
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customers. Consumers should be in the position to make the decision about whether to protect 

themselves, not BIAS providers. 

The FCC should not reconsider its data breach notification requirements. 

IV. The Commission Provided Sufficient Time to Comment on the Rules 

Petitioners CTA and ANA claim that the final rules were substantially different from 

those proposed in the NPRM and required additional time for commenting.73 In the alternative, 

they argue that the Fact Sheet released by then-Chairman Wheeler constituted a new notice 

requiring more time. Because the final rules were a logical outgrowth of the original NPRM and 

the Fact Sheet was not a notice, the Commission should reject these arguments and deny 

reconsideration. 

A. The NPRM Provided Sufficient Notice of the Final Rules 

The NPRM gave adequate notice to Petitioners of the final rules. “In order to comply 

with the [APA’s] notice requirement, an agency’s final rule need only be a ‘logical outgrowth’ of 

its notice.74 The logical outgrowth test is satisfied if interested parties should have anticipated the 

agency’s final course in light of the initial notice.”75 Additionally, “[a]n agency does not violate 

the APA’s notice and comment requirements simply by virtue of the fact that its final rule differs 

from its proposed rule. An agency can make even substantial changes from the proposed version, 

as long as the final changes are in character with the original scheme and a logical outgrowth of 

the notice and comment.”76 

                                                 
73 See Association of National Advertisers, et al. Petition at 12-14 (Advertiser’s Petition); CTA 
Petition at 10-12. 
74 The FCC’s own rules regarding notice are aligned with the APAs and just require a 
“reasonable time” to comment. 47 C.F.R. § 1.415. 
75 Owner-Operator Indep. Drivers Ass'n, Inc. v. Fed. Motor Carrier Safety Admin., 494 F.3d 188, 
209 (D.C. Cir. 2007) (citations omitted) (internal quotation marks omitted). 
76 Neighborhood Assistance Corp. of Am. v. Consumer Fin. Prot. Bureau, 907 F. Supp. 2d 112, 
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The final rules were a logical outgrowth of the NPRM because the NPRM fully disclosed 

the chosen sensitivity framework. The Commission proposed an approval framework in the 

NPRM then provided detailed alternatives to comment on as they were required to do.77 The 

NPRM also specifically referred to browsing history as a potential sensitive class and requested 

comment on what kinds of PI listed, including web browsing and application usage history, 

should be classified as such.78 Based on the extensive comments received, the Commission 

chose the sensitivity-based framework in the Order as the FTC and Petitioners advocated for.79 

Many comments were received both for and against the classification of web browsing history 

and application usage history as sensitive data.80 That other organizations and individuals knew 

to comment itself suggests that adequate notice was provided.81 The resulting rules were a 

logical compromise for both the parties seeking clarity through a sensitivity-based scheme and 

                                                 
124 (D.D.C. 2012) (citations omitted) (internal quotation marks omitted). 
77 See NPRM at ¶ 136 (asking for comments on whether sensitive information should receive 
opt-in customer approval); see also Owner-Operator, 494 F.3d at 209 (holding that an exception 
to a rule was a logical outgrowth of the NPRM, where the NPRM listed five possible exceptions, 
none of which were identical to the chosen exception, but asked for potential modifications). 
78 See NPRM at ¶ 206 (“Are there certain sensitive classes of customer PI, such as search and 
browsing history or location data, that a BIAS customer should always have the ability to 
access?”); NPRM at ¶ 136 (“Are there other types of information that we should treat as highly-
sensitive and subject to opt-in protection?”); see also NPRM at ¶ 51 and 62 (requesting comment 
on classifying all application usage data, including history, as both CPNI and PII respectively). 
79 See, e.g., Comments of Consumer Technology Association (CTA), WC Docket No. 16-106, at 
5-6 (filed May 27, 2016) (“The ‘sensitive’ information designation, and the heightened privacy 
and security protections that should accompany such information, should be reserved for a small 
subset of personally identifiable information.”); Comments of American Advertising Federation, 
et al. (Advertiser’s), WC Docket No. 16-106, at 6-7 (filed May 27, 2016) (noting that treating as 
PII data elements which cannot, on their own, identify a specific individual – such as application 
usage data, geolocation information, and internet browsing history – is “out of step with current 
privacy standards”); see also Privacy Report. 
80 See Id.; see also OTI Comments at 26, 38 (filed May 27, 2016) (arguing that web browsing 
history and application usage history was sensitive and should be considered PII and CPNI). 
81 See Neighborhood Assistance, 907 F. Supp. 2d at 124–25 (D.D.C. 2012) (finding that final 
rules were a logical outgrowth of proposed rules when a wide range of interested parties read the 
proposed rule, identified a possible outcome, and commented to request that outcome.) 
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the parties seeking broader protection through the inclusion of web browsing and application 

usage history. Disagreement with the outcome does not make the agency’s decision erroneous. 

Petitioners had fair notice and a reasonable amount of time to comment and their attempts to 

endlessly draw out the commenting process should be rejected.82 

B. The Fact Sheet Was Not a Notice 

The Fact Sheet did not require any additional time for commenting because it was not a 

notice. The Fact Sheet was not required and was never meant to be binding, it was just meant to 

inform the public of the Commission’s upcoming final order. While the Fact Sheet alone may 

have lacked the requisite detail to constitute a proper notice, the Fact Sheet was immaterial given 

that the NPRM already satisfied the notice requirement. Petitioners cannot now argue that they 

lacked an opportunity to meaningfully comment on the rules listed in the Fact Sheet when they 

had plenty of opportunities to do so before. 

CONCLUSION 

For all of the above reasons, the Commission should deny the Petitions for 

Reconsideration seeking to overturn or modify the broadband privacy rules. 

                                                 
82 Id. at 124 (“[I]f an agency could not change its proposal based on comments, an agency could 
learn from the comments on its proposal only at the peril of subjecting itself to rulemaking 
without end.”) (internal quotation marks omitted). 
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