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Over the last few decades there has been a 
proliferation of the term “cyber,” and commensurate 
levels of inconsistency.* This report argues that the 
inconsistent application of the prefix “cyber” stems 
not only from confusion, as some scholars and 
policymakers have proposed, but also from contest. 
Our goal is not to resolve conceptual disputes, but 
instead to understand how and why contests have 
occurred, and whether resolution is possible.

As the prefix “cyber” has rarely been used alone, 
we place the concept of cyberspace at the center of 
analysis, for two reasons. First, it is often considered 
to be the most basic concept in the field, drawing 
on an intuitive geographical metaphor. Second, 
“cyberspace” can be considered a least-likely (or 
least-obvious) study of contest. The attachment 
of the prefix “cyber” to various nouns has left 
cyber-related concepts with a variety of underlying 
normative connotations. On one side, some cyber-
related concepts are prima facie undesirable, like 
“cyber warfare” or “cyber threat.” Others are more 

positive, such as “cyber democracy.” The obvious 
normative aspects of the terms to which the cyber 
prefix is attached make these likely sites for contest, 
whereas “cyberspace” is seemingly more neutral. 
We suggest instead that it is the ominous calm at the 
heart of the storm, providing an excellent case in 
which to study the tension regarding the prefix more 
broadly.

This report argues that cyberspace is contested in 
several ways: through a change in connotations 
from opportunity to threat, through the existence of 
substantive and implied definitions with different 
rhetorical functions, and through competing 
understandings of the key historical exemplar for 
cyberspace, that of ARPANET. We conclude that, as 
the prospects for agreement regarding cyberspace 
are low, we should adopt what we term, following 
Hirschman, an ‘exit’ rather than ‘voice’ strategy, and 
use other concepts instead.

INTRODUCTION

*This report is a compilation of blog posts published on the New America website, read part one here: https://
www.newamerica.org/cybersecurity-initiative/c2b/c2b-log/contesting-cyber/

https://www.newamerica.org/cybersecurity-initiative/c2b/c2b-log/contesting-cyber/
https://www.newamerica.org/cybersecurity-initiative/c2b/c2b-log/contesting-cyber/
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CYBER: NOT JUST A CONFUSED BUT 
ALSO A CONTESTED CONCEPT

Since the early 1990s the prefix “cyber” has become 
widespread. As often noted, its use stretches back 
to Norbert Wiener’s coinage of “cybernetics” from 
its Greek equivalent in the 1940s. It is similarly 
canonical to cite novelist William Gibson as creating 
the “ur” metaphor for this prefix in the early 1980s 
by combining it with “space.” Almost three decades 
later, in an interview with the A.V. Club, Gibson 
argued that “‘cyberspace’ as a term is sort of over. 
It’s over in the way that after a certain time, people 
stopped using the prefix ‘-electro’ to make things 
cool, because everything was electrical. ‘Electro’ 
was all over the early twentieth century, and now 
it’s gone. I think ‘cyber’ is sort of the same way.”

In contrast to Gibson’s prediction, a simple 
automated content analysis using Google Trends 
indicates that the popularity of the prefix “cyber” 
has remained stable (with a spike in November 
each year for “cyber Monday”). There are ever more 
applications of this prefix, to words such as crime, 
law, cafe, hate, bullying, attack, war, vandalism, 
politics, dating, security, and power. Today, more 
people enter the search term “cyber” into Google 
than the term “democracy” or “terrorist.” Needless 
to say, the term “cyber” has also gained in 
prominence in academia and policymaking.

The proliferation of this prefix has, inevitably, led 
to substantial inconsistencies in its use. On one 
level, these contradictions may stem from simple 

confusion. As Michael Hayden, former director of 
the CIA and NSA, remarked: “rarely has something 
been so important and so talked about with less 
clarity and apparent understanding than this 
phenomenon.” Scholars and policymakers, among 
others, are not always consistent in their own usage 
of cyber-related concepts, and they sometimes 
reinterpret the definitions employed by others, 
especially when given a liberal dose of cross-
disciplinary fertilization.

Influential voices have suggested that such 
confusion is primarily caused by the apparently 
abstruse and multifaceted nature of the 
phenomenon. For example, in a Foreign Policy 
article, Stephen Walt notes that “the whole issue 
is highly esoteric—you really need to know a 
great deal about computer networks, software, 
encryption, etc., to know how serious the danger 
might be,” concluding that “here are lots of different 
problems being lumped under a single banner, 
whether the label is ‘cyber-terror’ or ‘cyber-war’.” 
If this were the case, more research would iron out 
the lack of clarity surrounding this relatively young 
concept, and then we can get to the one and only 
“meaning of the cyber revolution,” as Lucas Kello 
emphasizes in his recent book (and earlier article). 

However, in this report we argue that the 
inconsistent application of the prefix “cyber” stems 
not only from confusion, but also from contestation. 
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In other words, the roots of disagreement are 
deeper than a mere struggle to absorb the collective 
knowledge of varied disciplines, but stem from 
underlying normative disagreements.

Understanding the nature and extent of this 
contestation of “cyber” is important for both 
policymaking and academic research. For 
policymakers, the promise of what Joseph Nye Jr. 
calls “rules of the road” in cyberspace is much 
diminished if the very domain itself remains in 
question. Constructing effective international cyber-
governance becomes more difficult—although not 

impossible—if the scope of what to be governed is 
fundamentally disputed.

For academics, if the roots of disagreement are 
deeper, then faith in a unified understanding of 
the cyber-issue is utopic; and further investigation 
of why and how broader political disputes are 
translated into problems with this proliferating 
prefix is urgently required.

Here we will explore what it means when we talk 
about cyber, and address the nature of contestation 
from five separate angles.

In many early uses of the term, cyberspace had 
clear connotations of achievement or approval. 
Here, cyberspace reflected a sense of progress and 
modernity, a new step in history. In the words 
of Patricia Aufderheide, writing in the late 90s, 
“[c]yberspace is the land of knowledge, and the 
exploration of that land can be a civilization’s 
truest, highest calling. The opportunity is now 
before us to empower every person to pursue that 
call in his or her own way.”

It is important to distinguish this general sense 
of positivity from individual arguments that 
cyberspace will bring certain benefits, although 
they are linked. For example, the expansion of 
cyberspace has often been associated with the 
advancement of democracy, and many consultancy 
reports list the economic benefits cyberspace can 
bring. On their own, these uses of “cyberspace” 
do not create connotations of opportunity and 
possibility. That occurs when the overall weight of 
such articles—the discourse around cyberspace—

THE CONNOTATIONS OF 
“CYBERSPACE” SHIFT FROM 

OPPORTUNITY TO THREAT
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connects it to democracy, freedom, economic 
benefits, increased social interaction, and 
other values so closely that the very mention of 
cyberspace implies these various positive notions, 
and so it adopts a note of achievement of its own.

However, this view of its benefits has, in more recent 
years, been tempered with the recognition that it is 
“a dangerous world”; what Ronald Deibert calls the 
“dark side of cyberspace.” While the potential perils 
of new technologies were never far from the surface 
in popular culture, cyberspace from this perspective 
primarily means new threats, most principally cyber 
crime, cyber war, and potentially cyber terrorism. 
As with the more positive uses above, it is important 
to note that in this respect individual threats in 
cyberspace do not make it a wholly insecure space; 
rather, it is the combined weight of many of those 
threats that gives the concept of cyberspace itself 
such connotations.

Of course, many treatments of cyberspace include 
references to both risks and opportunities, 
recognizing (and providing further fuel for) 
both connotations. Nonetheless, some authors 
discern a pattern to changes in the connotations 
of cyberspace. Namely, that there has been a 
“colonization” of the term by military/security 
communities, in the United States in particular. 
Bendrath, Dunn Cavelty, and Hansen and 

Nissenbaum among others, all demonstrate the 
“securitization” of cyberspace in this manner. While 
Bendrath and Dunn Cavelty both focus on U.S. 
government discourse, Hansen and Nissenbaum 
focus instead on the global response to the Estonia 
incident in 2007, demonstrating that this is a wider 
phenomenon.

To illustrate this work, we provide a brief example 
from the U.S. policy world, examining the Brookings 
Institution, an influential U.S. policy organization. 
The Brookings Institution published six documents 
on cyberspace before 2000, and none of these 
articles focused on the security implications 
(instead the article are about commerce, elections, 
and tax dodging and communication). From 2000 
to 2011, this focus shifted, as of the fifteen articles 
on cyberspace, eleven were on security and military 
implications. This shift then dramatically increased. 
When one searches “cyber” on the Brookings 
website, no more than five of the 77 results 
published between January 1, 2011 and January 
1, 2016 focus on something other than securing 
against the threat from cyberspace.

Finally, one can connect this shift in the 
connotations of cyberspace to its real-world 
consequences. Several authors, including Robert 
M. Lee and Thomas Rid, have suggested that the 
“cyber” prefix is used to generate hype, especially 
in the military/security community. This hype 
makes it easier to access financial resources for new 
initiatives. The brief overview of the securitization of 
cyberspace above takes this suggestion further. Not 
only do various public and private actors use the 
“cyber” prefix for political and financial gain in both 
security and non-security sectors, as Lee and Rid 
suggest, but this activity changes the concept itself. 
There is therefore a feedback loop between hyped 
uses of “cyber” and “cyberspace,” and a shift in the 
meaning of the concept from opportunity to threat.

While the potential perils of new 
technologies were never far from 
the surface in popular culture, 
cyberspace from this perspective 
primarily means new threats, most 
principally cyber crime, cyber war, 
and potentially cyber terrorism.

http://elibrary.law.psu.edu/cgi/viewcontent.cgi?article=1012&context=jlia
http://www.tandfonline.com/doi/pdf/10.1080/03071847.2014.969932


CYBERSECURITY INITIATIVE6

Descriptions of cyberspace can be split into two 
main types: substantive and implied. The former 
create a meaning for cyberspace by saying what it 
is, while the latter say what it is not. Often these 
two descriptions intermingle, but they just as often 
stand alone as sufficient for displaying the meaning 
of the concept. We suggest that these two types of 
descriptions have different rhetorical functions, 
which assist the contest over cyberspace.

Substantive descriptions include several well-
known academic definitions. In Lucas Kello’s 
view cyberspace comprises “(1) the internet, 
encompassing all interconnected computers, 
including (2) the world wide web, consisting only of 
nodes accessible via a URL interface; and (3) a cyber 
‘archipelago’ comprising all other computer systems 
that exist in theoretical seclusion.” Martin Libicki 
writes that cyberspace consists of three separate but 
interconnected layers: the physical layer, consisting 
of computer systems and wires; the syntactic layer, 
the instructions and protocols established by the 
designers and users; and the semantic layer, the 
contained information. 

Implied descriptions of cyberspace focus on what 
is absent, rather than enumerating its content or 
layers. Here cyberspace is defined by implication, as 

a place without law, borders, government, location, 
physical structures, states, or identity. From a legal 
perspective, Johnson and Post suggest that it is 
intrinsic to cyberspace that it “has no territorially 
based boundaries [...] The power to control 
activity in cyberspace has only the most tenuous 
connections to physical location.” In international 
relations, Rid and Buchanan have pointed out that 
the difficulty of attribution is often thought to be a 
defining characteristic of cyberspace. From another 
discipline altogether, Lal writes that “cyberspace 
has no precise physical location, no singular 
identity.” The implied attributes are not necessarily 
negative. Many implied definitions of cyberspace 
point to its lack of bureaucracy, geographical 
limitations, or biases and prejudices based on 
physical presence.

We suggest that substantive and implied definitions 
of cyberspace are not merely the statement of 
different facts, but are also types of rhetoric: the 
use of language and style to persuade audiences of 
a particular point of view. In an oratory tradition 
stretching back to Cicero, the strategic setting of 
ground for debate is a key rhetorical move, and one 
cannot start earlier than a definition of the object of 
study itself. 

SUBSTANTIVE VS. IMPLIED 
DEFINITIONS: A MUNDANE STUFF OR 

THE WILD WEST?
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If one wants to produce substantive knowledge 
about a specific topic, there is a feeling of comfort 
provided by the enumeration of the features of 
cyberspace. In contrast, if one is aiming to provoke 
decision and action, then what is required is exactly 
the opposite. In that case, one wants to create a 

feeling of discomfort to show that cyberspace is not 
anything like the land you thought you knew, and 
therefore steps must be taken to control it, to tame 
it. This is where the implied definitions are at their 
most powerful.

In this section we argue that the concept of 
cyberspace enables a form of exceptionalism, 
similar to “American exceptionalism.” Though 
American exceptionalism is said to lack a formal 
definition, resting on a cluster of stories, it is 
normally used to describe the notion that the United 
States embodies a unique national culture with a 
shared purpose. There is also a sense that, once 
settled in the City upon a Hill, one will inevitably 
start to internalize these unique culture and ideals. 

In cyberspace, cyber exceptionalism suggests a 
similar distinctiveness of culture, approach, and 
even tactics and strategy. Cyber exceptionalism is 
the process by which the application of the prefix 
“cyber” to any concept x, such as space, thereby 
opens up an analytical difference between the 
meaning of cyber-x and x.

In A Declaration of the Independence of Cyberspace, 
techno-libertarian John Perry Barlow wrote, 
“Governments of the Industrial World, you weary 

giants of flesh and steel, I come from Cyberspace, 
the new home of Mind. On behalf of the future, I 
ask you of the past to leave us alone. You are not 
welcome among us. You have no sovereignty where 
we gather. […] We have no elected government, nor 
are we likely to have one, so I address you with no 
greater authority than that with which liberty itself 
always speaks.” 

Barlow’s Declaration was widely distributed after it 
was published online on February 8, 1996, receiving 
both praise and critique. As we have noted, we can 
distinguish between two types of definitions of 
cyberspace: substantive and implied. Barlow set out 
an implied definition of cyberspace to create this 
sense of cyber exceptionalism.

Over time, cyber exceptionalism has grown into a 
conceptual strategy as well as a culture. In early 
November 2017, about 40 scholars and policymakers 
gathered at Columbia University for the “Bridging 
the Gap Workshop.” The first session concerned a 

“CYBER EXCEPTIONALISM”
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whiteboard exercise on “conceptualizations of cyber 
conflict.” Participants were asked to split up in 
groups and define terms such as “cyber deterrence,” 
“cyber coercion,” “cyber diplomacy,” and “cyber 
compellence.” After about 30 minutes, each group 
came back and reported on the unique features 
of each term. In this setting, replicated across 
universities, governments, and think tanks, cyber 
exceptionalism is a basic assumption, structuring 
the thinking of those tackling “cyber” issues.

The idea of cyber exceptionalism is important for 
those advocating that “cyber” questions require an 
entirely separate approach. Just as the discipline 
of international relations came into being because 
the international system was perceived to be 
fundamentally different from domestic society, at 
the core of cyber exceptionalism is the belief that 
the growth of cyberspace creates distinct dynamics 
worthy of placing into a new field of study.

There is said to be a single hook around which 
much of the scholarship on cyberspace evolved. 
This is ARPANET, which was implemented in 
October 1969 when four university computers 
became interconnected in the United States. 
ARPANET serves both as an anchor point for 
explaining what cyberspace once was as well as way 
of expounding the principles underlying cyberspace 
today.

Yet, there are still multiple ways of describing 
this foundational project. From one perspective, 
ARPANET is taken to reveal that cyberspace has 
always been a tool for political power struggles. 
According to Roger Hurwitz, “[e]ven liberal regimes 

have sought power to police cyberspace… [later] 
struggles uncannily rewrite in large those earlier 
tensions when the federal government owned 
ARPANET and researchers fretted that their using it 
for personal communications might run afoul of the 
overseers.”

For others, ARPANET is mainly proof that the 
military has always been interested and involved 
in cyberspace from the very beginning. It is often 
pointed out that the DARPA funded community—
with J.C.R Licklider as the first head of the computer 
research program and Ivan Sutherland, Bob Taylor, 
and Lawrence G. Roberts as his successors—was 
indeed at the birth of ARPANET. Also one of the 

ARPANET: WHERE DID IT ALL START 
AGAIN?
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goals of ARPANET was to design a decentralized 
network which could continue even in case 
networks were damaged.

Yet the feature which is most frequently emphasized 
is that ARPANET was largely considered an 
academic project, with trust and availability 
trumping security. Raphael Cohen-Almagor writes, 
“the culture of the ARPANET community was 
one of open research, free exchange of ideas, no 
overbearing control structure, and mutual trust.” 

Similarly, Joseph Nye Jr. states, “ARPANET […] [was] 
essentially a research tool and the plaything of a 
few. In other words, the massive vulnerabilities 
that have created the security problems we face 
today are less than two decades old and are likely to 
increase.”

Overall, existence of different descriptions for 
the same foundational project, ARPANET, is 
thus another means of contest for the concept of 
cyberspace.

Figure 1  |  ARPANET, September 1971

Source: Chiappa, J. Noel. “ARPANET Technical Information: Geographic Maps, September, 1971.” http://mercury.lcs.mit.
edu/~jnc/tech/arpageo.html

http://www.cambridge.org/academic/subjects/law/e-commerce-law/confronting-internets-dark-side-moral-and-social-responsibility-free-highway?format=PB&isbn=9781107513471
http://mercury.lcs.mit.edu/~jnc/tech/arpageo.html
http://mercury.lcs.mit.edu/~jnc/tech/arpageo.html
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Albert Hirschman, in his classic work Exit, 
Voice, and Loyalty, states that in declining firms, 
organizations or states can either “exit”—i.e. 
withdraw from the relationship— or use their 
“voice”—i.e. try to repair the relationship by 
speaking out in favor of change. Whereas the latter 
is visible and at times confrontational, the former 
type of action is more difficult to detect. Indeed, 
“exit” is often associated with Adam Smith’s 
Invisible Hand, in which the market automatically 
(and silently) channels self-interest toward socially 
desired outcomes.

Where previous sections have considered how 
different uses of “cyberspace” are recognized (or 
not) by various camps, our view is that there is 
also an equivalent of Hirshmann’s “exit and voice” 
strategy in conceptual contestation.

Contesting the meaning of cyberspace, as examined 
above, is the equivalent of “voice.” Yet, this is only 
one half of the story. There is also contest in this 
area through the lack of use. This means that we 
not only have to look at the different uses of the 
word “cyber” or “cyberspace,” but we also have 
to understand how it is used vis-à-vis other words 
that operate in similar semantic terrain, such as 
“digital,” “internet,” “electronic,” and so on.

For example, some have shied away from using 
the term “cyber democracy” but instead talk about 

“e-democracy” or “digital-democracy.” Likewise, 
the United Nations GGE does not actually mention 
cyber in its name; its long-hand title is “the Group 
of Governmental Experts on Developments in the 
Field of Information and Telecommunications 
in the Context of International Security.” It was 
initially created in response to a Russian request for 
state cooperation in 1998 on information security, 
but collapsed in June 2017 over differences in the 
applicability of international law “in cyberspace.”

Further, the Chinese and Russian governments tend 
to refer to “information space,” while references 
to “cyberspace” occur primarily in translations of 
foreign works. A similar difference can be found in 
Arabic, where “cybersecurity” is often translated 
as al-’amn al-raqmi (digital security) or ’amn al-
mu‘alumat (information security), as well as using 
the loan word al-’amn al-sibrani (cybersecurity). 
These varied translation choices for the cyber prefix 
facilitate exit in regions where English is not the 
only language, as they provide further scope for 
reinterpretation.

As Hirschman notes, the interplay between “exit” 
and “voice” is complicated by the interplay of 
loyalty, which can affect the cost-benefit analysis 
whether to pursue a strategy of “exit” or “voice.” 
For example, people may feel a sense of patriotism 
towards their home country or have brand loyalty 
towards a product. The presence of loyalty tends 

EXIT, VOICE , AND CYBERSPACE
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to reduce “exit.” “Voice” also increases with 
the degree of loyalty. As Hirschman states, “a 
member with a considerable attachment to a 
product or organization will often search for ways 
to make himself influential, especially when the 
organization moves in what he believes is the 
wrong direction; conversely, a member who wields 
(or thinks he wields) considerable power in an 
organization and is therefore convinced that he 
can get it ‘back on track’ is likely to develop a 
strong affection for the organization in which he is 
powerful.”

Loyalty also plays a role in the use of the term 
‘cyberspace’. Everyone who engages with the term 
(i.e. those whose “voices” are heard) invests social 
and political capital in its continued use. This is 

as true for academics, for whom the success of 
their book depends on the traction of its concepts, 
as it is for states, whose power in international 
negotiations relies on their ability to first frame the 
issue favorably. 

The many path dependencies which manifest as 
loyalty towards the term ‘cyberspace’ split those 
who think about these questions still further. On 
one hand, despite the many problems identified 
above, the loyal group feels that–if they work hard 
enough–they can always change the meaning of 
the concept for the better. On the other hand, those 
who “exited” early in favor of other terms have 
diminishing involvement in the cyber “community,” 
and so translation between the two groups becomes 
ever more difficult.

DISCUSSION

The purpose of this report was to gain a better 
understanding of the contests underlying the 
inconsistent application of the prefix ‘cyber’. 
As the prefix is rarely used alone, we looked at 
concept ‘cyberspace’, revealing various forms 
of contestation.  This however leaves us with 
a question: what does this mean for the recent 
governance initiatives related to cyberspace? 

At minimum, it complicates cyber governance 
efforts–particularly if policymakers do not 

recognize the deep-rooted and multi-faceted nature 
of contestation. Given that neither scholars nor 
policymakers can come to a general consensus on 
new ‘rules of the road’ for cyberspace, an alternative 
strategy is twofold. 

First, all sides should downscale grand initiatives 
focusing on ‘global’ solutions for ‘everyone’ to 
a variety of more regional and limited agendas. 
Within such agendas, contests over cyberspace will 
be resolved not through definitional agreement, but 
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through the creation of shared practices despite 
such contestation. This strategy moves away from 
competing ‘founding myths’, such as those around 
ARPANET, towards the more prosaic aspects of 
loyalty above. Institutional power, bureaucratic 
struggles, reputational concerns, and sheer 
coincidence have been integral in forming the 
concept of cyberspace, and will be equally pivotal to 
its future governance.

Second, the analysis here offers a greater 
appreciation of what is at stake when we use cyber-

related concepts, and shows how much political 
difference can be contained within linguistic 
similarity. A better understanding of the underlying 
normative disagreements will enable them to be 
brought out into the open, rather than hidden 
under the empty agreements contained in the cyber 
prefix. The challenge will be to join both these 
elements together: the shared practices operating 
elsewhere in smaller venues, and the open airing of 
conceptual contestation on the broad issues.
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